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EMPOWERING YOUNG INTERNET USERS
WITH THE FRENCH DATA PROTECTION AUTHORITY

HOW Might we create
empowering and protecting
tools for

CNIL underage users?

| | | COMMISSION NATIONALE
legal innovation by design X |NFORMATIQUE & LIBERTES
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« We cannot expect a young person to
be able to understand terms ana

It Is unreasonable to design
digital services to be addictive
and then reprimand children for
being interested only in their
screens.

conditions that even an experiencec
adult struggles with;

we cannot serve teenagers
personalized ads that they cannot

critically process.

And it's the responsibility of
governments and online platforms to
respect every user and build their

services and products around the

Prof. Eva Lievens and Ingrida Milkaite

eople and not the opposite. »
Ghent University PEOP PP

Charampoulos, BIK Youth
Ambassador from Greece, February 2020,
Safer Internet Day, European Commission
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Increased transparency
& accessibility

Children merit specific protection with regard to their
personal data as they may be less aware of the risks,
consequences and safeguards concerned and their rights in
relation to the processing of personal data.

Information (to collect consent) must be provided in a
concise, transparent, comprehensible and accessible way, in

plain and simple terms, in particular when the information is
meant for children

GDPR, Recital 38, Art. 8 and Art. 12




Our approach:
Co-creating with children and teenagers



Project Map

1. Immersion and Analysis 2. Co-conception 3. Evaluation and iteration

5z ]Y=) 2o
wbd o 28 . 28 . QA
Scoping the . =
project Co-creation L "QJE - User Testing User Testing Guerilla Testing
C , ov workshop 0o interviews in a classroom
== = 810 Co-Creation Q2=
State of the art Benchmark Workshop ggg J
ACTIVITES 1-14 Co-creation
- Workshop QA
l . &85'1-3 15I17 Expert Audit
O
- Online survey r':l
- - %‘@ for Designers :D -@- > gl"é;?é
Focus group ~ Focus group  Focus group Prototypping lteration Restitution and sharing
Children/parentsChildren/parents  Teens Creative Commons licence
8-10 years old  11-14 years old 15-17 years od
Vulgarisation article of the user research « Participatory Design » Methodology Toolkit, Key concepts of privacy by design for minros
focusing on how to co-create with minors User testing Methodology Kit focusing on minors
User Research Methodology Toolkit for designers Model Interface and case study on social networks Option : Video Tutorials
DELIVERABLES (based on focus groups) Model Interface and case study on instant
messaging

Model Interface and case study on online gaming
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BENCHMARK AND STATE OF THE ART

Children’s da

privacy online
Growing up in a digital age

An evidence review

e e e [ ot |
Ingriia MiRa1Y ¥
CO-DESIGN WORKSHOPS WITH CHILDREN: ’a
RECOMMENDATIONS FOR UNDERSTANDABLE DATA POLICIES

UX Design for
Children
(Ages 3-12
Years)

NOUENY TOOY

CHILDREN'S ONLINE
PRIVACY AND FREEDOM
OF EXPRESSION

® 0 ®

ursce &

Mas e e e . A

S

»e
THE COMMON SENSE CENSUS:
MEEDIA USE BY KID5 AGE

ZERD 70 EIGHT

DESIGEN FOR KIDS
Dophar Praducts for Plagrg avd Lowrnrg

by Debea Lavin Batman

Example de sources : BENCHMARK

Inspirations Guides et outils :

www.myprivacy.uk

CEST QUOi LA
PROTECTION DES DONNEES
= S PERSONNELLES
D 0 @

[ He s . .
= | & @55 éﬁ/ﬁm Ieltmn,)/lliamo
— [ SCENARIO : LAURENT PUjADE DESSiA - JACQUEs AZam
oo ©myprivacy.uk. ©Childrensdesignguide. ©llouriquestion
Autre domaine (intégrité corporelle)
BiK yoozi. by cous Mol Ectarpe Tl

GONSENT;

for

Making terms and conditions accessible to young people with the BIK
YYouth Ambassadors

©BIKYouth ©Marie Adam-Normand & Guillaume Bonzoms ©blueseatstudio

COMMISSIONER

Growing Up Digital
A report of the Growing Up Digital

Taskforce

My 2017
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BENCHMARK

Exemple de sources :

Inspirations Guides et outils :

KA Notre philosophie ~  Notre foncti v Nos v Iv  Contact

imagineo

Kids need feedback p
on everyting ©

1

Kids love a good ’O;
challenge
DES ENEANTSCARABLES DECONTRIBUER POSTTLYEMENI-AA SOCIETE:
Kids are more @

trusting

DES ENFANTS ACTEURS DU-CHANGEMENT, A L'ATSE DANS g MONDEEN-PLEINE MUTATION

Kids develop 4@

faster

DES-ENFANTS CREATLFS, INVENTEURS:ET EAPLORATEURS:

© Imagineo
o< @ @ a‘ A
i Use bright Think Beyond
szi;lgn ff?r + Allow fo‘rbf‘r:.dless Colorz real?}ll Don't trick kids into Let kids make
ldren 1irs possibilities buying stuff Mistakes

© Tanya Junnel, The Definitive Guide to creating Apps for kids




Our Methodology

Focus groups and participatory design, adapted to participants’ age

Recrutement of minors through a panelist, based on criteria ensuring representativity
in terms of socio-economic background, gender and localisation

Each workshop lasted 3h, with 3 core activities:

Narrative
activities

Contextualization and
sharing the degree of
awareness & knowledge on
the topic

Diverging
activities
In sub-groups, to have ideas

emerge to solve problems
identified during phase 1

© “amurabi

Converging
Activities

Putting in common, debating
and defining one or several
solutions to be tested




ICI, LE MASQUE

EST OBLIGATOIRE
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Tes droits en

ligne - Atelier
de cocréation

Un projet de la CNIL
Mis en ceuvre par Amurabi
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Co-creation workshops

3 workshops of 3 hrs

®
24 minors
3 age group :
8-10, 11-14
and 15-17 years old

3 sub-groups in each workshop
- 2 groups with 4 children, 1 parent et 2 facilitators
- 1group of 6 parents and 1 facilitator (except for the 15-17 years old)
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Our key learnings

Minors’ attention span is even more limited than what the state of the
art suggested

Minors do not look for information but they want information to be
pushed to them as they navigate

They understand the concept of privacy, and it matters to them.
However, they don’t see the connection with their digital activities

© “amurabi
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What surprised us

When equipped with the right tools, minors do care about privacy
and get interested in the topic, and take action

2. Adults are not considered as a resource for help, even among
younger children - children believe they know more than their
parents!

3. The doses of text which minors can « absorb » is extremely limited

4. We haven’t withessed teenagers’ « high likelihood » to take more
risks, described in the state of the art
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How to co-create with minors?

Example of the amusement park

Scenario adapted to each age group
Leveraging a world that is familiar to them

T A PRE > AR AT'ON In which they can easily project themselves
LE PARC D' ATTRACTION Goal:

- Have minors discovering by themselves the
stakes behind some data processing and
cookies

- Make them more aware of the diversity of
information ad content they need to grow
and learn.
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13 Prototypes Co-created!

= Maconsole de données

&
Mes identifiants Iﬂ, I
D ©

All age groups

Pour miider ame.
connecter

o @
@ O
Ce que je poste . - [~ 18
o 1®
Pou menvayer de

8 -10 ans 11 -14 ans 15-17 ans

Cookies Set Up 1 Cookies Set Up 2 Account

Creation Understanding of Understanding of Understanding of Cookie set-up

rights 1 (video) rights 2 Eigfg"s) (vidéo)
: : : - audio) .

Cookies <

@ Reseau socia

< Message du réseau social Salut ! Tu veux en savoir plus sur tes droits.

Un cookie est un petit traceur. C'est un peu

comme une boule de cristal : elle va te | 't x\ | Fermer Ouvrir
servir et savoir beaucoup de choses sur toi Tu te demandes ce que nous faisons @

Ce jeu utilise 1 1 1 avec tes informations, tes photos et | ‘ ) )
des cookies ! f f ceqlle tu peux fake sl tiines pas | Les traceurs de données
) > ) 1 diaccord ? Clique ici .

o€ gn 3

N

Coche les droits que tu as compris
O Jerevisionne la vidéo

Prénom

Je configure les traceurs
de données
® ou

QWi [E) IRY &1 B LUl 1§ [©] [B

Je sais ce qu'est un cookie : A 1S B 6 G ) N Y v .
Je ne sais pas ce qu'est un cookie

123 space 50 ) /-\ {
\ /\ { i | | | o ) /-\ { ) /\ |
| 7 | = /: B —

Data Erasure 1 Data Erasure 2

£ Paramétres

® v4n 120

< Message du réseau social @ voriFicaTion
Est-ce que tu savais que

| Attention, ta localisation est active depuis 2 jours.
Comment étre sur que les informations _méme si tu supprimes 'app, 1 Salut, si tu veux connaitre tes |
sur toi seront vraiment effacées ? Teetrepase derriors le ou geide droits sur les réseaux sociaux Fermer Désactiver
) des informations sur toi { écoute cet audio
-
Lucas
R _
P [[] Hamza
\drais q
Quand tu supprimes ton compte, Ga niefface L nelles que Léna
pas complétement les informations que ur m

Tentreprise a sur toi. Mais tu as le droit de
demander  lentreprise derriere deffacer

Ramzi
les udral e ve miez
quelle a sur toi talement

=D Maé
Je demande |'effacement .
« Jeefface tout

udrais q IS SU e Mathieu
talement toutes les inf s que
“ s
Tunas pas out compri Je demande de l'aide '
Je demande de l'aide a mes parents
a des plus grands

m Laetitia

| /T | | 7o 1
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Data Erasure (audio) Geolocation Set up 1 Geolocation Set up 2



User Testing

—

30

Measure of the perceived _children y7” \ minutes

usefulness, efficiency and
satisfaction

Video interviews
+ on site (school
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Our integrated User Testing Lab
in partnership with Mathilde Da Rocha

PhD in Cognitive Neurosciences

AMURABI

TESTING LAB
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How to evaluate the quality of a document?

Documents are
artefacts with which
users interact

©“amurabi

AN

00 BN

he quality of a
document directly
impacts the quality of the
interaction

he quality of the

interaction triggers action

or abstention
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Example of expert audit

2 experts

15 criteria

3 hours

e [s the draft navigable ?

Criteria Score from 1 to 10
Structural signals 7110

8/10
Structure of content

9/10

Chunking

e [s the draft understandable?

Criteria Score from 1 to 10
8/10

Clarity of expression (words choices,

phrasings
9/10

Sentence length
9/10

Sentence structure

e s the draft usable ?

Criteria Score from 1 to 10
9/10
User-centered
9/10
Goal oriented
9/10
Simple & direct
9/10
Coherent & consistent
7/10

Action-oriented

e s the draft considerate?

Criteria

Score from 1 to 10

Tone of voice

8,5/10

Register

9/10

Projected Persona

9/10




Examples of tests with users

NEUROSCIENCES FOCUS

Variety of tests we can chose
depending on projects
and objectives

©“amurabi OCTOBRE 2021 - CONFIDENTIEL

Eye Tracking

Lookback
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Test protocol

Usage scenario
Interactive mockup (Figma)
6 questions

« 45 mn

©“amurabi

2 testers

Cookies

Un cookie est un petit traceur. C’est un peu
comme une boule de cristal : elle va te

Je parameétre mes cookies

S

Usage scenario
“You heard about a new video game. You download it and
land on this page.
Show us what you do and say out loud what you
understand and what you don’t understand.

1 { €
Je valide mes choix

J'accepte tous Je refuse tous
les traceurs les traceurs




Example of results

Prototype A1
Designed for 11-14 years old

Efficacite 4

Utilité pergue

3

3,8

Satisfaction

Low acceptability: 2/5

©“amurabi

3,5 > Facilité d'utilisation

Prototype A3

Designed for 8-10 years old

UtiIité%ergue

Efficacite 3

v
Satisfaction

High acceptability: 5/5

& Facilite d'utilisation



3 prototypes with the highest scores
In open source on Cnil’s innovation lab’ site

©“amurabi

Données
&Design par LINC

CNIL

Case Studies

Those case studies, co-created with the participants of the Données & Design

HOME  KEY CONCEPTS

CASE STUDIES

RESOURCES COMMUNITY  FRANCAIS

workshops, illustrgte ways of implementing the GDPR key concepts according to

diverse use cases.

Konect Instap
y ID 4 . fo 2 M
GnACRT peen & 5
h \ocator et Se““‘g
My 1p ur 9e°
I'o Naln \ose

— P Me sign. @ . v

Io INforen

Y accoy,, \uco®

[Dashboard] [Geolocation Settings]

Instap is a social network used daily by
teenagers from 15 to 17 whom get
together to share pictures, videos and
message with their community.

Konect is a social network providing a
messaging system and is very popular
among teens to share pictures and
videos.

READ

READ

Brawl Crush

[Sign-up]

Brawl Crush is an online mobile game
popular among the 8 - 10 years old. They
share messages during the game and
discuss it at breaks.

READ

https://design.cnil.fr/en/case-studies/
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Example of adaptation
According to age

©“amurabi

groups

Where |l am

My data console

To send me content To send me
related to what | do advertising

N

e

~. | want to correct data the
W4  company has about me

.

| want to know what data the
company has about me

| want to completely erase
a photo or a video

| changed my mind and | no
longer agree that the company
can process my data

Where | am

Login data
10 years old
Paris, France
leanoname@mail.com

Posts

140 posts

18 photos, 3 videos
S comments

18 likes

Netwark

56 friends
including 10 from “Families”,
20 from “Friends”

26 from "Unclassified”

| want the company to
erase all the data they

have about me




CREATING OPEN SOURCE TOOLS FOR DESIGNERS

Donnees HOME KEY CONCEPTS CASESTUDIES RESOURCES COMMUNITY FRANCAIS
&Design par LINC —

CNIL

Co-building user journeys compliant with the GDPR and respectful of

privacy.

| - ” \ / d:‘ ~ . .
\ \ ) Ji\

Design in the GDPR Practical examples Join the community
A design approach to the regulation by Be inspired by case studies, co- Do you wish to discuss with your peers or
looking at the GDPR key concepts that can constructed with the community, to participate in the creation of virtuous
be engaged by designers. implement GDPR key concepts in your design practices for privacy? Come and
digital services and products. meet us at an event or join the

discussions on Slack.

DISCOVER THE KEY CONCEPTS SEE THE CASE STUDIES JOIN
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SYSTEMIC IMPACT

User testing :
test and evaluate

Cquipping all
designers with
open source

kits

interface prototypes
with minoxrs users

Methodology Kit

Données
&Design par LINC

CNIL

User research
to create

privacy-friendly

journeys for
minoxrs users

Methodology Kit

Données
&Design par LINC

CNIL

Participatory
Design :
involving minozrs
in co-creation
workshops

Methodology Kit

Données
&Design par LINC

CNIL

Methodology kits, Use cases, Tools and tips, Tutorials

© “amurabi
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Less measurable value!
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NON EXTENSIVE RESEARCH, BASED ON
ANSWERS TO A SURVEY, LIMITED TO 2020
AND 2021 PROJECTS FOR PRACTICAL REASONS

This is just a starting point for further research
as the legal design movement grows.

If you update this map, please let us know

at hello@amurabi.eu
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Any
questions?
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Better
Contract

BV Sy T THANK YOU! Design

. WWW.IMPACTSHAKERSAWARDS.COM = . . - Issued by

World Commerce
TROPHEES
DU DROIT

& lCon’Fracting
FT INNOVATIVE
LAWYERS 01

id.worldcc.com/ido07a
FINANCIAL

TIMES SHORTLISTED

Innovation in Sustainability & ESG

marie@amurabi.eu

Legaltech : contract management
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